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Preface

This document covers the detailed configuration of OIM that is required to integrate with Collections.

Also, it covers functional flow and detail configuration required for user provisioning in Collections on default
OIM installation. OIM Reconciliation and Schedule jobs are not in scope.

This preface contains the following topics:

= Audience

m Documentation Accessibility
= Organization of the Guide

m Related Documents

m Conventions

Audience

This document is intended for the following:

m |T Deployment Team
= Consulting Staff

m  Administrators

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at
http://www.oracle.com/us/corporate/accessibility/index.html

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support.

For information, visit http://www.oracle.com/us/corporate/accessibility/support/index.html#info or visit
http://www.oracle.com/us/corporate/accessibility/support/index.html#trs if you are hearing impaired.

Organization of the Guide

This document contains:

Chapter 1 Introduction

This chapter presents an overview of user provisioning.
Chapter 2 Configuration

This chapter provides information on configuring OIM for Oracle Banking Collections and Oracle Banking
Recovery.

Chapter 3 User Fields and Constraints

This chapter provides information on the user provisioning fields and related constraints.

10
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Chapter 4 Create, Modify, Delete Users
This chapter provides information on user provisioning activities.
Chapter 5 Verification

This chapter provides information on verification of OIM configuration performed.

Related Documents

For more information, see the following documentation:

m Forinformation on the configuration that should be performed on day zero, see the Oracle Banking
Platform Collections Day Zero Setup Guide.

Conventions
The following text conventions are used in this document:
Convention Meaning
boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.
italic Italic type indicates book titles, emphasis, or placeholder variables for which you
supply particular values.
Monospace type indicates commands within a paragraph, URLs, code in
monospace
examples, text that appears on the screen, or text that you enter.

1
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1 Introduction

In Oracle Banking Platform (OBP), users are maintained in a centralized repository called Oracle Internet
Directory (OID), which is used for authentication and authorization purpose.

Oracle Banking Collections module has its own authentication and authorization process. Users configured in
the OBP require access to some of the services of Oracle Banking Collections and Oracle Banking Recovery.
To access those services, user must be present in the Oracle Banking Collections and Oracle Banking
Recovery database. Hence, the user provisioned in OBP is required to be provisioned in Oracle Banking
Collections and Oracle Banking Recovery module as soon as it is created in OBP. A typical Oracle Banking
Collections and Oracle Banking Recovery request flow from online OBP user is authenticated and authorized
by the OBP framework and is forwarded to the Oracle Banking Collections and Oracle Banking Recovery
module. Oracle Banking Collections and Oracle Banking Recovery uses the user detail to create context to
fetch underline service to serve the request.

Oracle Identity Manager (OIM) is used to provision users in Oracle Banking Collections and Oracle Banking
Recovery when they are created in OBP.

1 Introduction |13
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2 Configuration

This chapter details the configuration required for Oracle Identity Manager (OIM).

2.1 Prerequisites

Following is the list of prerequisites for configuring OIM:

1. You must install the following software:
m Weblogic Server 12.2.1.3.0
m SOA Suite 12.2.1.3.0
= |AM Suite 11gR2 PS2 (12.2.1.3)
= RCU 12.2.0.1
2. You must have administrative access to the following:
m Oracle Identity System Administration http://<Host>:<Port>/sysadmin/
m Oracle Identity Self Service http://<Host>:<Port>/identity/

m Oracle Directory Services Manager (ODSM). For more information, see Chapter 5.1 Verification
of OIM Configuration.

3. URL of OID to which OIM is synchronized is known. Also, must have administrative access to ODSM
to connect OID.

4. Check following artifacts are available as part of Oracle Banking Collections and Oracle Banking
Recovery release bundle:

m collections_oim_export.xml

2.2 Create Oracle Banking Collections and Oracle Banking
Recovery System User

The following configuration is to create Oracle Banking Collections and Oracle Banking Recovery System
User for OIM. System User is required to authenticate OIM Oracle Banking Collections and Oracle Banking
Recovery user provisioning request at OBP server.

Note

It is assumed OBP default User and Role (Application Role Enterprise
Role) configuration is already seeded in OID.

1. Create user with User Id OIMOBPCOLL using ODSM. Provide necessary User attributes.
2. Assign enterprise Role Administrators to User.

3. Create same user in Oracle Banking Collections and Oracle Banking Recovery using Collections
native admin Ul. Assign CLNHOSTUSER Group to User, to provide minimum access of Oracle

2 Configuration | 15



2.3 OIM Configuration

Banking Collections and Oracle Banking Recovery native admin screen. For more information, see
Section 5.3 Create Users in Oracle Banking Collections and Oracle Banking Recovery

2.3 OIM Configuration

This section provides information on OIM Configuration.

2.3.1 Import Oracle Banking Collections and Oracle Banking Recovery

Configuration

Oracle Banking Collections and Oracle Banking Recovery connector configuration for User Provisioning must
be imported. Below is the list of artifacts developed for Oracle Banking Collections and Oracle Banking
Recovery User Provisioning.

Table 2—1 Oracle Banking Collections and Oracle Banking Recovery User Provisioning Artifacts

Artifact

Artifact Type

Description

COLL_
CONNECTTOR_GTC

IT Resource Definition

It stores definition of connection parameters to connect
Oracle Banking Collections and Oracle Banking
Recovery system.

Xellerate Users

Organization

adpCOLL_

CONNECTOR_GTC_ | Event Handler
AUTOC

adpCOLL _

CONNECTOR_GTC Event Handler
UD_ORMBCONN Form
UD_ORMUSERG Form

COLL_CONNECTOR

Generic Connector

Oracle Banking Collections and Oracle Banking Recoverys configuration can be imported in OIM by using
Oracle Identity System Administration.

1. Loginto Oracle Identity System Administration.

2. Inthe left pane, under System Management, click Import.

16 | Oracle Banking Platform Collections User Provisioning Guide



2.3 OIM Configuration

Figure 2—1 Oracle Identity System Administration - Import Configuration Screen

ORACLe |dentity System Administration Accesshilty | Sandboxes | Help | Sign Out

4 Policies Appication nstances X  COLL_CONNECTOR_GTC X | &) Import X &

B Aoproua Pocies

4 Provisioning Configuration

R ecncin Import Configuration
(7o Desiner Back L Cancel | Next >
17 Resource. search Import Options Summary

e Click on browse button to select wml file and press next.
Generic Connector

Application Instances File To be Imported Ho
& Manage Connector

4 System Entities
Buser
& Organization
&roe
@ Catalog

4 System Configuration
& Home Organization Policy
[ St Service Capabiles
8 Lookups
[E§ Role Gategories
i3 Scheduier
A Natiication
& Configuration Properties
& import
(@ Export

4 Upgrade
8 Upsrade User Fom
@ Upgrade Role Fom
&, Upgrade Organization Form
&l Ungrade Application Instances -

Copyright & 2001, 2017, Oracle andlor ts afiiates. Allights reserved About

3. Click Browse to import the configuration xml file and click Next.

Figure 2—2 Browse the file to be imported

[Impart Configuration

L o Cancel = Next >
Search Impart Options Summary
Click on browse button to select xml file and press next.

ONNECTOR.xm Browse

File To be Imported

2 Configuration |17



2.3 OIM Configuration

Figure 2—3 Import Options

ORACLE' ldentity System Administration Accessibity | Sandboxes | Help | Sign Out

& Manage Connector © & mport x 5]
4 System Entities

& User . .

P— Import Configuration

i Rote < Back 0 L] Cancel | Next
(@ Catalog Search Import Summary
Options
4 System Configuration Select a value for Import options and click next.
& Home Organization Polcy User References Keep Original v
Self Service Capabilities -

@ " Role References Keep Original v
@ Lookups

If Object Exists Override v

(5 Role Categories
[ Scheduler “
) Notification
& Configuration Properties
& Import
(@) Export
4 Upgrade
[&] Upgrade User Form
& Upgrade Role Form
& Upgrade Organization Form
Upgrade Application Instances
4 Workflows
[ Approval S

Copyright ® 2001, 2017, Oracle andlor s affiliates. Al rights reserved About

4. Click Next.

Figure 2—4 Summary of the import

ORACLE' Identity System Administration

hessssiity e bl SO
4 Policies Assheation < x| by Import % &
& Aproval Policies
4 File Preview
4 Provisioning Configuration
% Reconciaton File Name ; COLLCONNECTORxm)
(30 Form Designer Description:
@ mresone Exported By : XELSYSADM
 Curat Export Date: Tue Oct 312017 11:19:12 GMIT0530 (Idia Stangard Time}
Export Utilty Version: 111
2 Aopicstn nten

[Fr— 4 selected Entities

4 System Entiies

Bu: Entity Name Type

& iien COLL CONNECTOR GTC. 7 Resource Definon
Broe

Qs Kelerate Users Organization

2dpCOLL CONNECTOR GTC_AUTOC

Event Handier
4 system Configuration

2dpCOLL CONNECTOR GTC Event Handier

UD_ORMBCONN

Form

03 Role Caegaries UD_ORMUSERG o

B COLL CONNECTOR Geneic Connector
comihortechxgatzobjcUD ORMUSERG Data Otect Defnton
& Confguration Foperies
- comihorech | datzobjcUD ORVIECONN Data Otect Defnton
o
(@ Espen Applicationinstancedd Entity Publication
4 Upgrade Page 1 of 1 (110 of 10tems)
B
4Import Options
Ongaizsion Fom
p—
e Name Value
4 Workfiows o o
e References rigina
B Avproval P ong
Role References Xeep Orgi
Fosen st Overide

Copyright 2001, 2017, Oracle o s fltes. Al ighs resarved

Asout

5. Click Import.

6. On successful import of data,File has been imported successfully message will be displayed.
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2.3 OIM Configuration

Figure 2—5 Successful Inport Message

ORACLE: |dentity System Administration Accessbity  Sandboxes  Help  Sign Ot elsysadm

@ Manage Comector 5 & import x &
4 System Entities @ File has been imported successfully. X
& User

& Organization

e Import Configuration

@ Catalog
Back L O O Cancel | Next >
4 system Configuration Search Olrzport Summary
ptions

& Home Organizaticn Policy Click on browse button to select xml file and press next.

[ Self Sewice Capabilities
File To be Imported Browse
@ Lookups
[ Role Cetegories
[B Screduer
I Notiication
& Configuration Properties
& Import
(& Exoort
4 Upgrade
18] Upgrade User Fom
& Upgrade Role Form
& Upgrade Organization Form
Upgrade Application Instances.
4 Workflows
& Approval -

Copyright @ 2001, 2017, Cracle andor its afiiiates. All right d
opyrigt racle andior its affiites. All rights reserve e

2.3.2 Manage Generic Technology Connector
Following Run-Time Parameters need to be set.

1. Inthe left pane, click Generic Connector. Following window appears.

Figure 2—6 Generic Connector

ORACLE' |dentity System Administration

Accessbity  Sandboses | Help | SgnOut | xelsysadm
4 Policies =

[ Approval polies

4 Provisioning Configuration ® Not secure | 10180.26.1 JxWebA Connec
@ Reconcilation

[ Form Designer
17 Resource
@ Generic Comector

Application Istances

(& Manage Comector For

4 System Enties Search Connectors | Create| _Clear
@auser
& organization
& Roe

Qcatalog

4 System Configuration
& Home Organization Poiicy
(B SeifSenice Capabiities
@ Looups
[ Role Categories
R Scheduier
L) Notification
49 Configuration Properties
Syimport

et

4 Upgrade

8] Urorade UserForm

& Uncrade Roke Form

& Upgrade Organzaton Form

Upgrade Applcation Instances -
Copright © 2001, 2017 Oracle ancior s sistes. Al rights reserved

About

2. Click Search Connectors and click COLL_CONNECTOR.
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2.3 OIM Configuration

Figure 2-7 Search Connectors

Specify Parameter Values - Google Chra

@ Not secure | 10.180.26.128:14600/xIWebApp/ManageConnector.do

Manage Connectors
Enter connactor saarch criteria,

Connector Hame —

Transport Provider 3 )
Format Provider (Provisioning)
Transpart Provider (Reconciliation)
Format Provider (Reconcilistion))

Search Connectors | Create | Clear |

oA

Results 1-5of 5 First | Previous | Next | Last

Transport Provider Format Provider Transport Provider Format Provider
EneCtnr N mie (Provisioning) (Provisioning) (Reconciliation) (Reconciliation)
COLLCONNECTOR Web Services SPML
ORMBCONNECTOR Web Services SPML
PRIYANKACONNECTOR Web Services SPML
COLLECTIONCONMECTOR Web Services SPML
COLL_CONNECTOR Web Services

First | Previous | Nest | Last

javascriptgetEntityDetails('ManageConnector.d...

3. Click Edit Parameters.

Figure 2—-8 Edit Connector Parameters

[™ Specify Parameter Values - Google
@ Mot secure | 10.180.26.128:14600/xIWebApp/ManageConnector.do

Connector Details
This is detsiled information about the connector.

Connector Name COLL_CONMECTOR
Transport Provider (Provisioning) Web Services
Format Provider {Provisioning) SPML

Transport Provider {Reconciliation)

Format Provider {Reconcilistion])
Edit Parameters | Exit

Back To Search Results

4. Specify parameter values as shown below:
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2.3 OIM Configuration

Table 2—2 Run Time Connector Parameters

Parameter

Parameter Value Description
Name

Web Services

. This is the URL for
Web Service http://<Host>:<Port>/com.ofss.fc.channel.branch/spmi2 | the Web service
URL receptor.

SPML

ID of the target

system for
Target ID OUAF provisioning

operations.

User name required
SYSUSER for authentication
by the Web service.

User Name
(authentication)

Password required
for authentication
by the target Web
service.

User Password

(authentication) sysuser00

Figure 2-9 Specify parameter values
i Db R T T o — e e e

A Not secure | 10.180.26.128:14600/xIWebApp/ManageConnector.do o a
- I
Manage Generic Technology Connectar 1@ s

Step 2: Spacify Parameter Values

This is the URL for the Wb servica raceptor.

ID of th target systam for provisioning cparstions.
User name required for authentication by the Web service.

Passwiord raquired for authentication by tha tarpst Web ssrvics.

I the WSDL fle, this is the “scaphction” attribute valus for the “operation” slement.

WSSE Configur ‘Specify whether or not the target SPML Web Service is configured to

e WS-Security credentisls.

Custom Authentication

Namespaca that defines custom authentication eredantisls. Specify 3 valus only if the Web service is not configured
for WESE.

Custom Authentication tion ssction that is to ba included in the SOA headsr. Spacy

re the password required far suthentication by
red for WSSE.

°g Style (DOCUMENT or RPC) = pocumenT In the WSDL file, this is the style atiribute value for the binding slement,
oo Dota Type In the WSDL A trribute of the “complexType” element. This parameter is
P E ppiicable only

In the WEDL f

nt b Stors Pazsword

for the "operation” alemant. This parameter is applicable only if

Operation Name

|

In the wDL A he “targetiiamespace’” attribute valus for the "definition” slemant

Name of the custom prefic o otain the sosp message bady, If the targst Web saric i runming o
3, then you nesd not specify 2 valus for this

e that
SPML Web Sevics Soap Message Body Prefx | BEn viablogic, 161 WebSenere, 6% Appicanon Sever, or Goh fen

parameter.

Chi Dataset Holding Roe Merbershia | ——— Name ofthe ID atirbuts for » Provisioring Staging chid datasst holding rol membership informatin

Target Date Format. Date Fermat cuparted by e Daie sirintes o Proveianing Sisging Dateset. Defaul value iy Mira
Bxit| Continue >>
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2.3 OIM Configuration

5. Click Continue. Modify Connector configuration screen appears.

Figure 2—10 Modify Connector Configuration (Mapping Information)
IY) Generi Technology Connector - Google Chrome NI e e u—‘g

@ Not secure | 10.180.26.128:14600/xIWebApp/gc/ConnectorimagePopUpTiles.jsp
D@
Step 3: Modify Connector Configuration | close |
OIM Provisioning Staging
7] User
ocountSummary

Hes High Flisk En.
Last Name

Risk Update Date
Hae High Fisk L.
Last Failed Logi
Has High Flisk P.
Fassword

Job Gade

10.180.26.126:14600/xIWebApp/gc/ConnectorimagePopUpTiles. jsp#

6. Click the Editicon for User field name in the provisioning staging column.

Figure 2—11 Edit Mapping Information

[ Generic Technology Connector - Google Chrome. = e s )

@ Notsecure | 10.180.26.128:14600/xIWebApp/gc/ConnectorimagePopUpTiles jsp# Q

L@ 5
Step 3: Modify Connector ConfigurdBites so o e e ) os

@ Not secure | 10.180.26.128:14600/xIWebApp/ModifyConnect. & |[Bing

Modify Generic Technology Cannector
fy oy @Dz

Applicable
Not Apicatle

L] _Continue >>

O RN Y Y O Y O T S

upUser

f_<cratonDaie

Ha: nghHskﬁo
Entitement Summ

Widdle Name

Fassword Cannol
Deprovisioning D

Fassword Must CF
Display Name.

7. Click Continue to provide mapping information for the User field name. Select the Literal radio button
and keep the input blank.
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2.3 OIM Configuration

Figure 2—12 Provide Mapping Information

[ Generic Technology Connector - Google Chrome [=T=] = ]

®© Not secure | 10.180.26.128:14600/xIWebApp/ge/ConnectorimagePopUpTiles jsp# a

e TP
Step 3: Modify Connector Conﬁguri{ﬂ.."‘““'“*"“"T“""“‘“g’“"""““’"G""Q'*C"“’"*‘ EI@gl

@ Not secure | 10.180.26.128:14600/xIWebApp/ModifyConnect.. & ||Bing

Modify Generic Technology Connector =
r ogy 2@

[Step3: [provide Mapp

Field Name  user
Input.

Dotaset  [OIM - User v
Field fearme [User Login ~]

o Utersl

Exit| <<Back| Continue>>

Password

o G

Last Succesaful

Fole Summary Fis
Fas High Flsk Fio
Entitement Summ
Erd Dae
Disabled

Widdis Name

Password Gannot

Deprovisioning D
Start Date.

Change Paseword

Provisioning Date

Password Expire
Fassword Must Cf

Dispiay Name.

8. Click Continue and then Close. Following window appears where Connector Information can be
verified.

Figure 2—13 Verify Connector Information

[EErE————EE

@ Not secure | 10.180.26.128:14600/xIWebApp/CreateConnector.do

Manage Generic Technology Connector 1 5 @

Step 5: Verify Connector Information

Provide Basic Information Vigw
Name COLL_COMNECTOR
Pravisioning
Transport Provider Web Services
Format Provider SPML
Specify Parameter Values Change
hitp://10.180.26.230:8001/com.ofss.fr.channel branch/spmi2
Target ID ousF
User Name (authentication) SYSUSER
- (authentication) T

‘Web Service SOAP Action
WSSE Configured for SPML Web Service? Yes
Custom icati 5 http: fxmins.aracke.comOIM/provisioning

Custom Authentication Header Element
Custom Element to Store User Name
Custom Element to Store Password

SPML Web Service Binding Style (DOCUMENT or RPC) DOCUMENT
SPML Web Service Type

SPML Web Service Operation Name
SPML Web Service Target Namaspace hittp: ol e com/ Oy
SPML Web Service Soap Message Body Prefix
1D Attribute for Child Dataset Holding Role Membership Information
Target Date Format Fyyy-MM-dd

Connector Configuration Change

ﬂ << Back ﬂ

9. Click Save.
Following message window appears on successful configuration of run time parameters.
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2.3 OIM Configuration

Figure 2—14 Successful Configuration Message

,
1 Comectr oot I R |l

@ Not secure | 10.180.26.128:14600/xIWebApp/CreateConnector.do (S}

¥ou have crested the connector COLL_COMNECTOR. Click the connector name to view its details:

COLL CONMNECTOR

Create Another Connector

2.3.3 Oracle Banking Collections and Oracle Banking Recovery Sandbox
Following is the configuration to create, activate, deactivate, and publish sandbox.

1. Click Sandboxes.
Manage Sandboxes page is displayed.
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Figure 2-15 Oracle Identity System Administration - Sandbox tab

ORACLE !dentity System Administration
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@ Manage Gonnector
4 System Entities
&auser
& Organization
Eroe

Qs

4 System Configuration
& Home Organization Poicy
(58 Seif Servie Capabilties
@ Lookups
g Role Categories
B Seheduier
X Notication
& Contguration Praperties
& Import
@ Expon

4 Upgrade
Upgrade User Form

&) Ungrade Role Fom
& Upgrade Organization Form
Upgrade Application Instances -

‘Copyright © 2001, 2017, Oracle andior s affiates. Al ights reserved

Accessibiity | Sandbores | Help | SignOut | xeisysadm

&) Import Sandbox (% Bulk Publish & Detach

LastModified  Last Modified
Active o By

2.3.3.1 Create Sandbox
To create a Sandbox, perform the following steps:

1. Click Create Sandbox.
Create Sandbox dialog box is displayed.

Figure 2-16 Create Sandbox Dialog Box and Parameters

Create Sandbox

* sandbox Name  CollectionTest

Sandbox Description  CollectionTest

Activate Sandbox

Save and Close  Cancel

About
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2. Specify the following values:

Table 2-3 Create Sandbox Parameters

Sandbox Fields Values

Sandbox Name CollectionsDev

Sandbox Description Collections Development
Activate Sandbox Check check box

3. Click Save and Close.
The Confirmation dialog box appears.

Figure 2-17 Sandbox Creation Confirmation

Create Sandbox X

@ Confirmation

Sandbox CollDev was created using label Creation_IdM_CollDev_04:20:13.

4. CollectionsDev sandbox is created and it is activated.
Note

After you activate the sandbox, any changes to metadata objects are
stored in the sandbox only. There can be only one active sandbox at a
time. The information about the active sandbox is stored in the session.
Therefore, a sandbox must be activated to continue with customization
after every login to Oracle Identity Manager.
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Figure 2—18 Available Sandbox

ORACLE' |dentity System Administration

4 Policies [ Manage Sandhoxes
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N N Available Sandboxes Published Sandboxes.
4 Provisioning Configuration

@5 Reconciliation (]
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[Z] Form Designer
17 Resource sandbox
Geneic Comnecior
L > ColDev
Application Instances

i Manage Conneclor

4 System Entities
Guser

& Organization
&iroe

Qcataiog

4 System Configuration i

2.3.3.2 Activate Sandbox

s
To customize create and/or activate a sandbox. After customizations are complete you can publish the sandbox fo make the customizations available fo other users.
View ¥ Create Sandbox 3

) Refresh

To activate a Sandbox, perform the following steps:

1.

Figure 2—19 Activated Sandbox
ORACLe:" Identity System Administration

4 Policies [ Manage Sandbores %
[® Approval Policies
- - Available Sandboxes  Pubished Sandootes
4 Provisioning Configuration
@ Sandoores allow youlo sl
@ Reconciiation T

fe and experiment vil

feci

activate a sandboy. Af
] Fom Designer Vigw ¥ Create Sandbox 3§ Delete Sandbox

B 17 Resource Sandbox Description
2 Generic Connector

b CollDev CollDey
Application Instances

[ Manage Connector
4 System Entities
& User
& Organizafion
&iroe

Q) Catalog

are

) Refresh

ofher users environments
p publish the sandoox to make the customizations availabie to other users.

@ Deactivate Sandbox (i Publish Sandbox

2. Sandbox is active now. It will be highlighted with green dot.

2.3.3.3 Deactivate Sandbox

To deactivate a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox.

2. Click Deactivate Sandbox to deactivate sandbox

Sandbox is deactivated now.

& Export Sandbox

Accessibily  Sandbores {GollDev) | Help | Sign Out

(&) Import Sandbox %y Bulk Publish 1 Detach

LastModified  Last Modified
Active o By

Q Mo 13,2018

mdsintemal

Select CollectionsDev sandbox and then click Activate Sandbox to activate sandbox.

Accessibiity  Sandboxes (CollDev)  Help  Sign Out

& Import Sandbox &) Bulk Publish ] Detach

i LastModified  Last Modified
Adive g By

] Nov13,2018  mdsintemal

2 Configuration | 27



2.3 OIM Configuration

Figure 2—20 Deactivate Sandbox
ORACLE" Identity System Administration
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3 Manage Sandbores x
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[ Generic Connector
}  CollDev CollDev
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4 System Entities
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ol

2.3.3.4 Publish Sandbox
To publish a Sandbox, perform the following steps:
1.

Figure 2—-21 Publish Sandbox
ORACLE: |dentity System Administration

4 Policies

[ Manage Sandbores
R Approval Palces

© Activats Sandbox

Accessility  Sandboxes  Help  Sign Out

offer users environments.

To customize create andor activate a sandbax. After customizations are complete you can publish the sandbox fo make the customizations available to other users.

dbox [ Publish Sancbox (¥ Export Sandbox () Import Sandbox () Bulk Publish

Detach

i LastModified  Last Modified
Active on By

Nov 13,2018 masintemal

Select CollectionsDev sandbox and then click Publish Sandbox to publish sandbox.

Accessilty  Sandboces | Help  Sign Out

B
Available Sandboxes  Publshed Sandbones
4 Provisioning Configuration
@ Sndboresalon outorsolt ith fectng olher users envionments
@ Reconciision To customize reate andior aclvae @ sandbor. Afer ate comp avalble 0 ofher users
Z] Form Designer View ¥ Create Sandbox ¢ Delete Sandbox ) Refresh @ Activate Sandbox dbox | [# Publish Sandbox (%) Export Sandbox () Import Sandbox ) Bulk Publish ] Detach
7 Resource Sandbox Description Active E’:‘“M"diﬁw E?“M”diﬁw
@ Connector
b ColDer ColDey Nov 13,2018 mdslntemal
pplicaion Instances
(&g Manage Conneclor
4 System Entities
& User
& Organization
i roe
QA Catalog
2. Sandbox is published now. It will be removed from sandbox list.
Once Sandbox is published, all changes will be visible to all the users.
Figure 2—22 Published Sandbox
ORACLE' |dentity System Administration Accesshilly  Sandboxes  Help  Sign Out
4 Policies [ Manage sandbores x e
[ Approval Poiicies
Available Sandbores.  Pubished Sandbores
4 Provisioning Configuration

@ Reconciiation

@ Smoboes alow youta soite afecting oiher users enviranmens
T o achvate 3 sandoo. Afer are comp pubiish the sand
5] Fom Designer View ¥ Create Sandbox 3¢ Delete Sandbox (1) Refresh @ Activate Sandbox
817 Resource Sandbox Description
@ Connector
> Collbev CallDer
&l Application Instances

(&8 Manage Connector
4 System Entities
& User
& Organization
Giroe

Qcatabg

.
ot o make the customizations avaiiable to other users

[i Publish Sandbox () Export Sandbox (%) mport Sandbox (&) Bulk Publish

i Last Modified  Last Modified
Active on By

Nov13, 2018 masintemal
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2.3.4 Create Form Associated with Application Instance
To create forms associated with the resource objects, and subsequently with the application instances, follow

the below steps:

1. Loginto Oracle Identity System Administration.

2. Create and activate a sandbox. For detailed instructions on creating and activating a sandbox, see
Chapter 1.3.3 Oracle Banking Collections and Oracle Banking Recovery Sandbox.

3. Inthe left pane, under Configuration, click Form Designer. The Form Designer page is displayed.

Figure 2—23 Create Form - Form Designer

ORACLE: |dentity System Administration

4 Policies Form Designer x

[B Approval Policies
Search Forms
4 Provisioning Configuration 4 Search
@ Reconciliation

Resource Type

[E] Form Designer

8 1T Resource

@ Generic Connector Search Results

[E Application Instances Actions v View v 4 Create /'

& Manage Connector T G (2

4 System Entities DDA
B User

& Organization

i Role

4. Click Create on the toolbar. The Create Form page is displayed.

Accessibiity ~ Sandboxes | Help  Sign Out

Saved Search Implicit Search ¥

Search  Reset  Save...

[ Detach

Type Resource Type

5. Inthe Resource Type field, verify the name of the resource object with which the form is associated is
displayed. To change the resource object name, click the Search icon next to the Resource Type
field, and search and select a name from the Search and Select: Resource Type dialog box.

Figure 2—24 Create Form - Resource Type
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4 Policies Form Designer % | [ Create Form %
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Application Instances
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& role

@ Catalog

4 system Configuration
& Home Organizatian Palicy
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@ Lookups
[ Role Categories.

[B Scheduler
A Notification
& Configuration Properties

gt
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Description

Accassibilty | Sandhoxes (CollactionTest)  Help | Sign Out

& Create

Bulk Update

About
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6. Select Resource Type as COLL_CONNECTOR_GTC and provide a name for the form (for example,
SampleForm).

Figure 2-25 Create Form - Resource Type (COLL_CONNECTOR_GTC)

Search and Select: Resource Type

4 Search

Name

Name

COLL_CONNECTOR_GTC
COLLCONNECTOR_GTC
COLLECTION_CONNECTOR_GTC
COLLECTIONCONNECTOR_GTC
Collection User

Collecton User New

olDseer
ORMBCONNECTOR_GTC

7. Available Form Fields will be displayed in the below section of the page.

Figure 2-26 Create Form Resource Type - Available Form Fields

ORACLE:' |dentity System Administration Accessbily  Sandboces (Testi) | Help  SignOul  xefsysadm

. — @
4 Policies [3 Manage Sandbores X Fom Designer % | [ Create Form X

[ Approval Poiicies

2 New form for COLL_CONNECTOR_GTC & create
4 Provisioning Configuration Resource Type COLL_CONNECTOR_GT @
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* FormName  SampleForm
Fom Designer
Form Type @ Parent Form + Chid Tbles (MasterDetai)

T Resoure ) Parent Farm (Vaster)
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[ Application Instances
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4 System Entities .
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Qs 2 objecclass UD_ORMECONN_OBJECTCLASS  objeciciass 5]
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& Home Orgaizaon Plcy 4 ITResours? UD_ORMBCONN_IT_RES T Resource? 2]

[ sef Service Capabilies

8 Lookups
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8. Click Create.
A message is displayed stating that the form is created.
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11.

12.

13.
14.

9. Refresh the Search Results in Form Designer page for resource type : COLL_CONNECTOR_GTC.
10. Select the SampleForm from the results.

Figure 2—-27 Search Form
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Manage SampleForm page is displayed.

Figure 2—-28 Manage Collections User Form
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Enter Default Value as User. Click Save and Close.

In the Child Objects tab, click ORMUSERG (child form).
expirationDate and userGroup fields are displayed.

Accessibiity  Sandboxes (Testl)  Help  Sign Out

Saved Search Impicit Search ¥

Search  Reset  Save..

) Detach
Type Resource Type
Resouce COLL_CONNECTOR_GTC
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Figure 2—29 Manage Form
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Figure 2-30 Manage Child Objects form fields
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15. Click the userGroup and give default value as ALL_SERVICES.

Figure 2—-31 Set default values for field- userGroup
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16. Click expirationDate and give default value as 2100-01-01.

Figure 2—-32 Set default value for field- expirationDate

ORACLe" |dentity System Administration

Accessbiity | Sandboxes (Testl)  Help  Sign Out

4 Policies [ Manage Sandooxes X Fom Designer x | 4 Manage SampleFormUD_ORMUS... X
& Approval Poicies
Edit Date Field : expirationDate Save and Close || Cancel
4 Provisioning Configuration
@) Reconciiiation

4 Appearance
[E] Form Designer

‘Configure hoiw this field ill appear when cisplayed to your users.
1T Resource:

@ Geneiic Conneclor * Display Label  expirationDate

Applcation Instances
& Manage Connector 4 Name

Esch fld requires 3 nique name. Name ancl deserplon are forintemal use only and sre never cisplayedto your users
4 System Entities

& user Name UD_ORMUSERG_EXPIRATIONDATE Description )
& Organization APIName  UD_ORMUSERG_EXPIRATIONDATE ¢
& Role
@ Catalog 4 constraints

4 System Configuration i

@ searchaie
& Home Organization Palicy

5 se Senice Capabites 4 Detautt Value

08 Lockaps Entr thevalue you want o st for e il hen an

i you wantto set
2 Aol Categores PO, %
@ Scheduier
1\ Nolfication
4 Configuration Properties
4 Advanced
& import

&) Export Usein Bulk

4 Upgrade
8] Upgrade UserForm
) Uparade Role Fom

&, Upgrade Organization Form

Upgrade Applcation Instances

0.26.128:14600/sysadmin

home?tf=manage_sandbores#

About

17. Click Save and Close.
18. Click the Back to Parent Object Link.
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19. Close Manage SampleForm tab.

Steps to associate the form with the application instance:

1. Click the Application Instances Menu. Click Search and select COLL_ CONNECTOR_GTC.

Figure 2-33 Search Application Instances and select COLL_CONNECTOR_GTC
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2. Click the Attributes tab.

Figure 2-34 Application Instance Attributes
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In Form dropdown select above created form and click Apply.

Figure 2-35 Associate Form with Application instance
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4. Message ‘Application instance modified successfully’ is displayed.

Figure 2—-36 Success message
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5. If required, you can export the sandbox to store all the changes made in your sandbox.
6. Publish the sandbox.

2.3.5 Create - Orac
Access Policy and

le Banking Collections and Oracle Banking Recovery
Role

2.3.5.1 Create Access Policy

Policy based provisioning is
resource.

being used, that is, whenever policy is applied, the user is directly provisioned to

This policy is applied whenever a user is made part of specified role For example: Collection_Users. Also,

Collection_Users is applied

to user through membership rule. Thus, policy will be applied to user and the user

would be provisioned to resource - Oracle Banking Collections and Oracle Banking Recovery User.

Note

Here, we have used Collection_Users Role, but it can be changed as
required. See Section 2.3.5.2 Creating Roles for Role Creation.

1. Loginto the Identity Self Service.

2. Click Manage and then click Roles and Access Policies.
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3. Select the Access Policies. The Search Access Policies page is displayed.

Figure 2-37 Identity Self Service — Manage tab
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Figure 2-38 Access Policies
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4. Click Create. Create Access Policy Page is displayed.

Figure 2-39 Create Access Policy
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5. Enter following details (for example) and click Next.
= Name: Coll_AccessPolicy

m Description: Coll_AccessPolicy

Figure 2—40 Access Policy details
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Copyright ® 2001, 2017, Oracle andior its affikstes. All rights reserved

6. To specify the application instances provisioned by this access policy, click Add and select COLL_
CONNECTOR_GTC Application Instance. Click Select.
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Figure 2-41 Add application instance associated with access policy

Add Application Instance

Search Display Name ¥ Q| Search for Appication Instances and a0d them to the Seected Hems table below
Resuits
View ¥
Name Display Name Description
s L s Y9
oIDSerer oIDSerer 0ID Server
COLL_CONNECTOR_GTC COLL_CONNECTOR... COLL_CONNEGTOR_GTC

COLLECTION_CONNEC... COLLECTION_COM... COLLECTION_CONNECTOR_GTC

Page 1 of2 (I4ofGilems) [z > »

v Add Selected | Add All Remove Selected 4 Remove All

Selected Application Instances.
View v

Display Name ~ Name
COLL_CONNE...  COLL_CONNECTOR_GTC

Click Finish.

In the Search Access Policies Page, select the above created policy and click the Applications tab.

Figure 2-42 Search Access Policy

Sandboxes = Customize xelsysadm ¥ ==

ORACLE Idenfity Self Service Ay Self Service

— m
Home | Access Policies %

E Access Policies

Search Name v Q

Actions v View v o Create  / Open ) Delete  +) Refresh = Detach
4

Name Description

i) Callection User - Access Policy  Callection User - Access Policy
iy TestPolicy TestPalicy

iy Coll AccessPolicy Coll_AccessPolicy

Copyright © 32001, 2017, Oracke andr its sfitstes. All ights reserved
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9. COLL _CONNECTOR_GTC application would be listed in the Provisioned Applications list.

Figure 2—43 Provisioned applications for the policy

Sandboxes  Customize Xelsysadm v

ORACLE ' Identity Self Service & sef Service Manage

Home Access Policies x = Create Access Policy % Eg

Create Access Policy

Back O [ ] Cancel

Aftributes Applications
Provisioned Applications
Specify the application instances provisioned by this access policy
View v & Add =" Detach
Display Name Description Constraints
COLL_CONMECTOR_GTC COLL_CONNECTOR_GTC Revoke v
Denied Applications
Specify the application instances denied by fhis access policy
View v = Add [ Detach
Display Name Description

No data to display

Copyright ® 2001, 2017, Oracle andior its afisatas. All rights reserved

10. Click the COLL_CONNECTOR_GTC application. Provide default values for the General Attributes
and Child Form fields.

m objectClass: User
m userGroup: ALL_SERVICES
m expirationDate: 2100-01-01
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Figure 2—44 Application Attributes

Sandboxes  Customize xelsysadm v

ORACL_E Identity Self Service T ST e
Home Access Policies X | Access Policy - Coll_Acce... X (]
Access Policy - Coll_AccessPolicy

Attributes | Applications  Roles
Save Cancel

General Attributes

containerlD ]

objectclass User IT Resource2 122

4 Child Form of COLL_CONNECTOR representing child-dataset : userGroupUser

Select ¥ | Search
View ¥ 4 Add 3 Delete  { Delete All {a’ Detach

userGroup ~ v expirationDate ~ Pending Action ~
1 ALL_SERVICES sz Gy Add

Copyright © 2001, 2017, Oracle andlor its sfiistes. All rights raserved

11. Click Save and Apply.

2.3.5.2 Creating Roles

This role is used to define access policy. Minimum access should be provided as it would be applied to every
user eligible for Oracle Banking Collections and Oracle Banking Recovery User provisioning.

1. Loginto Identity Self Service.

2. Click Manage and then, click Roles and Access Policies .
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3. Select Roles. The Search Roles page is displayed.

Figure 2—45 Oracle Identity Self Service- Roles Tab

Sandboxes  Customize xelsysadm v

ORACLE Identity Self Service & seifsenvice

Home | Roles x @
-
‘s Roles
Search Name v Q_ Advanced
Actions v View v Create Ope Delete 47 Refresh  Ey g Detach
Name I escription
s ALL USERS Default role for all users
s Administrators Administrators role for SOA
s BIReportAdministrator Administrators role for Bl Publisher Reports
e COLL_USER COLL_USER
% CollUser Coll User
s OPERATORS Operator role
“u: SELF OPERATORS Operator role for self registration

s SYSTEM ADMINISTRATORS System Administrator role for OIM
e TestFullAccess TestFullaccess

s TestUsers TestUsers

Copyright @ 2001, 2017, Oracle andfor its affiliates. All rights reserved

4. Click Create on the toolbar. The Create Role page is displayed.
Specify the following values and then click Next.
m Name: Collection_Users
m Display Name: Collection_Users

m Role Description: Default Role for all Oracle Banking Collections and Oracle Banking
RecoveryUser.

m Role Category: Default
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Figure 2—46 Create Role

ORACLE Identity Self Service

Home ol ¥ | Creame Aole ®

Create Role
Thiz wizard wales you througn M2 Steps o trasts 3 Rols
EBack [ ]
Aftributss Hiararchy

General Role Information

* Name  Callaction_Users

* Display Name  Callaction_Users

Rl E-mall

Rale Description | Collaction_Users

* Owned By  Systam Adminisirator

4 Catalog Attributes
* Category Ralz
Audit Objactive
Risk Laval v
User Dafinad Tags
Approvar Usar
Approver Role
Cartifiar Usar
Cartiflar Role
Fuliliment Ussr
Fulniimant Rode
Coertiflable &
Auditable &

Requastable &
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Summary
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6. Click Next to go to the Access Policy step.

Figure 2-47 Create Role

Sandboxes  Customize xelsysadm w ===

ORACLE Identity Self Service o sonserice [

=
Home Roles x | Create Role x =
Create Role
This wizard walks you through the steps to create a Role.
Back O O [ ] Cancel  Next
Attributes Hierarchy Access Policy Members Qrganizations Summary

Select Access Policy
Add access policies to define access rights of this role.

Do you want to add access palicies to this role?

This is an optional step.

<4 Add Access Policies

Copyright @ 2001, 2017, Oracle and/or its affiliates. All rights reserved

7. Click Add Access Policies. List of access policies is displayed on clicking the search icon.

Figure 2-48 Add Access Policy to the role

Add Access Policies

Search Policy Name A Q. Search for Policies and Add them to the Selected ltems table bslow

Results
View v | &

Policy Name  Policy Description
Coll_AccessPolicy Coll_AccessPolicy
Collection User ... Collection User - Access Policy

TestPolicy TestPolicy

~ Add Selected | % Add Al Remove Selected & Remove All

Selected Policies
View v

Policy Name  Policy Description
Coll_AccessPolicy Coll_AccessPolicy

44 | Oracle Banking Platform Collections User Provisioning Guide



2.3 OIM Configuration

8. Select above created access policy (eg: Coll_AccessPolicy) and click Next.

Figure 2-49 Add Access Policy to the role

ORACL_E |dentity Self Service

Home Reles X | Create Rofe %

Create Role
This wizard walks you through the steps to create a Role.

c

Self Service

Back (@] a (@] (@] [ ] Cancel
Atiributes Hierarchy Access Policy Members Organizations Summary m
»
Role Definition Summary
Review the information entered so far. and click Finish to create the role.
« Attributes
Name Ceollection_Users
Display Name Cellection_Users
Role E-mail
Role Description  Collection_Users
o
Owned By System Administrator
F Catalog Attributes
P Hierarchy
¥ Access Policy
» Members
» Organizations
Copyright ® 2001, 2017, Oracte andior its sfisates. AN rights reserved
9. Inthe Members Step, click Create Memebrship Rule.
Figure 2-50 Create Membership Rule
G v
. - . - .
ORACL & |dentity Self Service hg Self Service Manage
Home Roles X | Creafe Role x I]
Create Role
This wizard walks you through the steps to create a Role.
Back @] @) O ® Cancel  Next
Aftributes Hierarchy Access Policy Members Organizations Summary

Add Role Membership
Define members to this rele manually or via a membership rule.

You currently do not have any role Members.

This is an optional step.

== Create Membership Rule <= Add Members

Copyright @ 2001, 2017, Oraele and/or its afiiates. Al rights reserved
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10. Create rule such that Collection_Users role is assigned to a User that needs to be provisioned to
Oracle Banking Collections and Oracle Banking Recovery. Here we have defined Rule Based on
Organization.

Build the rule expression as follows:
Select Organization attribute, operand: ‘=" and RHS operand value="Xellerate Users’ (literal)

Figure 2—51 Build Membership Rule Expression

1F
Select Operand Value
EEE v <aoms (F —_—
Attributes | Literals

Display Name Data Type
Manager Display Name String (i)
Manager First Name String i ]
Manager Last Name String i ]
Middle Name String i ]
Mobile String i ]
NsuniquelD String i ]
Office Name: String [ ]
OrciGuid String i ]
Organization String (i ]
Pager String i ]
Password Expired String i ]
PO Box String [ ]
Postal Address String [ ]
Postal Code String [ ]
Preferred Language String [ ]
Provisioned Date Date [ ]
Provisioning Date Date [ ]
Start Dale Date i ]
State String i ]
Street String i ]
Telephone Humber String i ]
Timezane String i ]
Title String o
User Login String o
User Type String o

»

€ Add
Save | Camcel
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1.

Figure 2-52 Build Membership Rule Expression

User membership rules for role ffffff

Build Expression  Preview Results

IF

Select Operand Value
Orgamization = = z |

Aftributes | Literals

Required data type is String
.
Value  Xellerate Users,

4 Add

Click Save.
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3 User Fields and Constraints

This chapter provides information on the user provisioning fields and related constraints.

3.1 User Fields Provisioned From OIM

You must follow the constraints (listed in the table below) to provision user to Oracle Banking Collections and
Oracle Banking Recovery irrespective of the constraints in OIM.

Irrespective of the field length allowed in OIM, you should restrict the field length to the specified values (in
table below) for successful provisioning of user data. In case, if field length exceeds the specified limit, then
data would be truncated and stored in Oracle Banking Collections and Oracle Banking Recovery.

The following table lists Oracle Banking Collections and Oracle Banking Recovery User fields (provisioned
from OIM) and its constraints.

Table 3—1 Oracle Banking Collections and Oracle Banking Recovery User Fields

. . Field Name Mandatory | Modifiable
Field Name in OIM in ORMB Length (YIN) (YIN) Comments
. You can modify this field

User Login Userld 255 Y N name.

First Name First Name 50 Y Y Users First Name

Last Name Last Name 50 Y Y Users Last Name

. Email .

Email Address 70 Y Y Users Email address
Oracle Banking
Collections and Oracle
Banking RecoveryUser
Group represents User
Group in Oracle Banking

Collections User Collections and Oracle

Group User Group 20 N Y Banking Recovery.
For every User, default
User Group is populated
in Oracle Banking
Collections and Oracle
Banking Recovery.

User's Login
End Date Date N Y expiry date.
Note

m User creation from Native Oracle Banking Collections and
Oracle Banking Recovery is primarily discouraged. But in case
of any failure in provisioning through OIM you can create or
update the users through Native Oracle Banking Collections and
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Oracle Banking Recovery screen. Below are the constraints to
be followed when user is to be created through Native Oracle
Banking Collections and Oracle Banking Recovery:

m Oracle Banking Collections and Oracle Banking Recovery does
not support User login in lowercase. User Login must be entered
in uppercase only. (Same should be taken into account while
creating user through OID or OIM.)

m  Only system admin users will have access to create or modify
users via Native Oracle Banking Collections and Oracle
Banking Recovery screen.

Figure 3—1 Create User - Mandatory and Optional Attributes

Sandboxes ~ Cuslomize Xelsysadm w

. . - - -
ORACL &' |dentity Self Service B4 Self Service
Home Users x | Create User x =
Create User EE s - | cance
4 Request Information
Effective Date e
Justification
4
4 Basic Information
First Name Manager o,
Middie Name * Organization S,
* Last Name * User Type -
E-mail Display Name
4 Account Settings
User Login
Password i}

Confirm Password
4 Account Effective Dates
Start Date (Y
End Date Y

4 Provisioning Dates

Provisioning Date =Y
w-redirect=true#

Collections Mandatory Attributes:

1. First Name
2. LastName
3. Email

4. UserLogin
Collections Optional Attribute:

1. EndDate
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4 Create, Modify, Delete Users

4.1 Creation and provisioning of User from OIM to ORMB

1.
2.

3.

Login OIM Self Service Identity.

Click Users and then click Create.
The Create User tab opens.

Figure 4—1 Create User in Oracle Self Service Identity

ORACLE Identity Self Service W self service m

Home  Users | Create User e
Create User m Savehs.. v | Cancel
4 Request Information
EfectiveDate 11132015 %

Test User

Justfication

4 Basic Information

First Name  Bella Manager

Middle Name * Organization | Xellrate Users

* LastName  Syian *UserType  FulFTime Employce ¥
Emal Display Name

4 Account Settings

User Login  Bellaswan

o
* Confirm Password  wsssess
4 Account Effective Dates
Start Date: [
End Date [
4 Provisioning Dates
Provisioniny g Date fo
B export (1)m ~ Showall | X

Provide the user details such as FirstName, LastName, UserLogin, Password,
Organization="Xellerate Users’, UserType and so on.
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Figure 4-2 Input User Attributes

ORACLE Identity Self Service

Home  Users X | Greate User X
Create User
4 Request Information
Effective Date 11132015 %

Test User

Justification

4 Basic Information
First Name  Bella
Middle Name
* LastName  Syan
E-mail
4 Account Settings
User Login  BellaSwan
PassWOr senn

* Confim Password e

4 Account Effective Dates
Start e [y

End Date [y
4 Provisioning Dates

Provisionin o Dete o

B export @wxm ~

4. Click Submit.

Sandooxes  Customize xelsysadm v

:

@

EEQ s o caen

Manager Q

* Organization  Xellerate Users Q

*UserType  Ful-Time Employee ¥

Display Name

5. Inthe Search Users page, click refresh. The above created user is visible.

Showall

x
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6. Click onthe above created User.

Figure 4-3 Search and select the added User

H export (1xml

ORACLE Identity Self Service

Home | Users x

(]

1 Users

Search Display Name ¥

Acions v View v Create

User Login
TZJUNE_PARIYILD
12JUNE_PARTYID_2
7JUL_1_TIMEZONE
1BMAY_
2MAY_1
2AMAY_TAGETUNIT!
21STMAY_TARGETUNIT2
21_MAY_CUSTOM!
Z2NDMAY_ACCESSIBLEBU
40CT2018.1
40CT2018 2@ORAGLE COM
6_0CT_2018_1@ORACLE COM
SIAN@ORACLE COM
50CT_2018
ACC_BU_TAR
AMIT1 LNAME@ORACLE COM
AMIT3 LNAME@ORACLE COM
AMIT4 LNAME@ORACLE COM
AMITS LNAME@ORAGLE GOM
AMITG LNAME@ORACLE COM
AMIT7 LNAME@ORACLE COM
AMITS LNAME@ORACLE COM
ANILK
ANIL_NEW
BELLASVAN
Page 1 (1-25iems)
L)

Q | Advanced
/ Edit Enable @ Disable 3 Delete & Lock Account un
ﬁg r‘ Last Name Organization mfn"l;‘:”e E-mail
T 12hne_barid  Kellrale Users
120une Parg 2 Xelerate Users
T0u_1_timezone - Xellerate Users
1 18May_t Xelerae Users
2AMay_t Xelerale Users
2AMay_tageluntl  Xeleral Users
2Asiay targel. Xelerale Users
21_May_Gustom! - Xelerae Users
ndMay_fcces... Xelerale Users
0cO081 Xelerae Users
w082 Kelerae Users
5020181 Xelerle Users
gan Xelerale Users
Soct 2018 Xelerale Users
A Acc BuTAR  Xellerle Users Aus_Bu_TAR@.
A Lname Xelerale Users
A Lname Xelerale Users
A Lname Xelerse Users
& Lname Xelerse Users
A Lname Xelerae Users
A Lname Xelerale Users
A Lname Xelerale Users
a anik Xelerale Users anik@oracle com
anl_pew Xelerale Users
B Svan Xelerae Users

>
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k Account

Identity Status
Acive
Active
Active
Active
Aciive
Aciive
Aciive
Aciive
Aciive
Active
Active
Active
Aciive
Aciive
Aciive
Aciive
Aciive
Active
Active
Active
Aciive
Aciive
Aciive
Aciive
Aciive

Self Service *

B

) ResetPassword ) )

Account Status.
Unlacked
Unlacked
Unlacked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlacked
Unlacked
Unlacked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlacked
Unlacked
Unlacked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlacked v

Showall | X
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4.2 Oracle Banking Collections and Oracle Banking Recovery Configuration

7. Gotothe Applications tab.

Figure 4—4 Applications provisioned to User

Sandboxes  Cuslomize xelsysadm ¥

ORACLE Identity Self Service Ay Selt Service Manage
Home Users ¥ | User Details : Bella Swan % EQ
11 Bella Swan
/' Modify © Disable X Delete £ Lock Account ) Reset Password

Affribufes  Roles  Enfitlements | Accounts = Direct Reports  Organizafions  Admin Roles

Actions v View v 4 Request ) Refresh 7 [ Detach
Applicafion Instance Re Account Name Provisioned On Status Account Type IRIZ? Start Date
COLL_CONNECTOR_GTC 399 111372018 Provisionad Primary 111372018 07:4.

r

Copyright © 2001, 2017, Oracle and/or its affilistes. All rights reserved

8. Verify the COLL_CONNECTOR_GTC application is in ‘Provisioned’ status.

4.2 Oracle Banking Collections and Oracle Banking Recovery
Configuration

Oracle Banking Collections and Oracle Banking Recovery provides feature configuration C1-USRPRQOV to
specify default values of the following:

m Default User Group: Default Oracle Banking Collections and Oracle Banking Recovery User Group.
It is used by system only; user should not add it manually. See the Oracle Banking Collections and
Oracle Banking Recovery Day Zero Setup guide to get configured default user group.

m  User Display Profile: Display profile value for Oracle Banking Collections and Oracle Banking
Recovery User, configure as per your environment.

o User Expiry Date: Default value of User expiry date. If expiry date is not provided this value is
used. It should be in format YYYY-MM-dd.

Note

Feature Configuration can be updated using native OBP Collections
admin screens.
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Figure 4-5 Collections Configuration

ORACLE" osF Collecton Afmin
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Faatura Configuratian
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crusmemav

Anost @) Fogtak Synime W
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Boommat  Daplcats | Dol Cwsr merrean

4.3 Modify Users in Oracle Banking Collections and Oracle

Banking Recovery

Once user is added, it can be modified. Following are the modifiable fields:

m First Name

m Last Name

m Collections User Group
s Email

m EndDate

You can search and modify the user. Login to Oracle Self Service Identity. In the Manage tab, you can search
for the user from Users tab and then click the searched user data to view its detail.

Figure 4-6 Searching User

ORACLE Identity Self Service

Home | Users X
Users
Search  Display Name ¥ Q | Advanced
Acions v View v o= Create /' Edit © Disable X Delete & Lock Account
User Login ﬁ'ﬂ f‘ Last Name Organization Lf.‘eml’;'e‘:"e E-mail
TLIUNE_PARIYID T T2dune_paryi Kelerate Users
T2JUNE_PARTVID 2 12June_Partyid2  Xelerate Users
TIUL_1_TIMEZONE 174u_1_timezone  Xelerate Users
8yt 12 18May_t Xelleate Users
v 21hay_1 Xelleate Users
21May_tagelunitt  Xellrate Users
2isiMay target... Kelerate Users
21 May_Custom1  Xelleate Users
22ndMay_Acces... Xelerate Users
400720151 40ct2016_1 Xellerate Users
40CT2013 2@ORACLE COM a0ct2018_2 Xelleate Users
6_0CT_2015_1@ORACLE. COM 60620181 Xelerate Users
BIAN@ORACLE COM sjan Xellerate Users
s0cT_2018 Boct 2018 Xellerate Users
ACC_BU_TAR ArAcc BuTAR  Xelerate Users Ace_Bu_TAR@.
AMITLLNAME@ORACLE COM Al tname Xellerate Users
AMIT3 LNAME@ORACLE COM Al Lname Xellerate Users

AMIT4 LNAME@ORACLE COM A Lname
LNAME@ORAGLE COM A1 Lname
LNAME@ORACLE COM A1 Lname
LNAME@ORACLE COM AlLname
LNAME@ORACLE COM A1 Lname

ANILK ar anilc
ANIL_NEW ani_new
BELLASWAN B: Swan

Page 1 (1:25items) >
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B export (1).xmi ~

Xelleate Users
Xellerate Users
Xellerate Users
Xelleate Users
Xelleate Users
Xelleate Users
Xelleate Users

Xelerate Users

anikgoracle com

. A

© ResetPassword %

Identity Status
Acte
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Ackive
Active
Active
Ackive
Active
Active
Active
Active
Active
Active
Active

Account Status.
Uniocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlacked
Unlocked
Unlocked
Unlacked
Unlocked
Unlocked
Unlacked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked

]

»

Showall | X
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Figure 4-7 Detailed Information about the User

Sandboxes Customize xelsysadm ¥
OORACL_E dentity Self Service B Seif Service
Mome Users x | User Detalls : Bella Swan x =

L]
ra Bella Swan

# Modify Enable & Disable » Delete & Lock Account UnLock Account =) Reset Password

Attributes | Roles  Entilemenis  Accounts  Direct Reports  Organizations  Admin Roles

3 Refresh
< Basic Information

First Name Bella Organization Xellerate Users

Middle Name User Type Full-Time Employes

Last Name Swan Account Status  Unlocked

Xellerate Type  false User Login  BELLASWAN
E-mail ldentity Status Active
Manager Display Name Bella Swan

4 Account Effective Dates
Start Date

End Date
4 Provisioning Dates

Provisioning Date

Deprovisioning Date
4 Contact Information

Telephone Number Postal Address

Home Phone PO Box

To modify a user, perform the below steps:

1. Click Modify to open Modify User page. Modify the user details as per the requirement.

2. Click Submit. If the user details are valid (that is, if it does not violate any validation) then user details
would be modified. A message will be displayed on successful completion of the modify operation.

This does not guarantee successful modification of the user in Oracle Banking Collections and Oracle
Banking Recovery.
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Figure 4-8 Modify User Confirmation

T B P b o Bl i
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:J Reset Fassword

1) Redreah

Xpleeal Liery
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Bty Seran

In User Details page locate Accounts tab. If Resource Name is COLL_CONNECTOR_GTC
Collection User and Status is Provisioned, then user details are successfully modified and
provisioned to Oracle Banking Collections and Oracle Banking Recovery.
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4. If the data does not appear when the user is added, click Refresh.

Figure 4-9 Viewing Modified and Provisioned User Details

ORACLE Identity Self Service

ﬁ Self Service Manage

Home Users x | User Details : Bella Swan x

[
@ Bella Swan

/ Modify Enable © Disable ¥ Delete o Lock Account UnLock Account &7) Reset Password
Affributes  Roles  Entiflements | Accounts | Direct Reports  Organizafions  Admin Roles
Aclions v View v o Request ) Remove ) Refresh [ Ll Detach
o Ac Provisioned Re
Application Instance Resource Na On Status Account Type D Start Date
COLL_CONNECTOR_GTC  COLL_CONNECTOR_GTC .. MN32018  Provisicned Primary 11H32018074...
}

Select the account to view the modified values in Detail Information section.

To modify the Oracle Banking Collections and Oracle Banking Recovery User Group, follow the below
steps:

a. Inthe Accounts tab, select the account that you want to modify.

b. From the Actions menu, select Modify.

Figure 4—10 Modify Detail Information

ORACL € dentity Scif Scrvice
rHome Users x | User Detalis : bella Swan x

-
i Bella Swan

=
 wanay Fanie

© isanie  Detete

5 reser passwora
Direct Roporta  Organizations

dmin Rolcs

ove w0 Wemesn | F

Resource

COLL_COMNECTOR_GTC

e
R siart nate
Provisionsd

1141312018 07:4.

Y
userGroup expirationDate

ALL_SERVICES 113012021
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Figure 4-11 Edit Detail Information

ORALCL_E Identity Self Service

ﬁ bt

Home Users % User Details - Bella Swan % | Modify Account x

@
Modify Account Submit Save As.. o«
4 Target Users 4 Request Information
b axxse) Effective -
Bella Swan o Date —
>
Justification
=

4 Cart Items
Display Name

398@COLL_CONNECTOR_GTC X O

COLL_CONNECTOR_GTC

3

Request Details 339@COLL_CONNECTOR_GTC Update

’ -« Edit Account details
containeriD
objectclass  User

D

SampleFormUD_ORMUSERG

e
e
userGroup ‘expirationDate

ALL_SERVICES 11302021 G

Click Update and then Submit.

To view the changes, go to the Accounts tab in User Details page and click Refresh. Select
the account again to view the modified group in Detail Information section.

Figure 4-12 Viewing Changes

ORACL_ & Identity Self Service aa Self Service Manage
Home Users x User Details : Bella Swan = =
ia Bella Swan

7 moadiry Enabile © Disable 3¢ Delete & Lock Account UnLock Acc ) Reset Password
Aftributes Roles Entitlements

Accounts | Direct Reports  Organizafions  Admin Roles

Actions ¥ View ¥ 4 Reguest 3 Remove +) Refresh =3 {w Detach
A

ﬁ; Provisioned On  Status. Account Type IRDE Start Date

11/13/2018 0
3

COLL_CONNECTOR_GTC COLL_CONNECTOR_GTC . 117132018 Provisioned Primary

COLL_COMMECTOR_GTC | Detail Information

4 Details
containerlD
objectclass  User

[}

Service Account

SampleFormUD_ORMUSERG

e
userGroup expirationDate
ALL_SERVICES  11/28/2024
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4.4 Delete Users in Oracle Banking Collections and Oracle
Banking Recovery

Once user is successfully provisioned it can be deleted from Oracle Banking Collections and Oracle Banking
Recovery supports soft delete that is, it only expires User. User deletion request for Oracle Banking
Collections and Oracle Banking Recovery will only trigger when Create User provisioning task is complete
for that particular request i.e., it doesn't appear in open task list.

m |f User provisioning request has failed then rectify the problem and complete Create User
provisioning request, if required.

m [f Useris already provisioned then, mark Create User provisioning task as manually complete.

You can search and delete user. You can search for the user from Search panel and then click the searched
user data to view its detail.

Figure 4-13 Searching Users To Delete
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Figure 4-14 View User Details
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1. Click Delete Icon to delete user.
User authentication happens on data stored in OID. If user details are not available in OID then the
user will no more be an authenticated user.
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5 Verification

This chapter details the verification of the configurations performed for OIM.

5.1 Verification of OIM Configuration
To verify OIM configuration, follow the steps:

1. Ensure that OID details are populated properly as per the environment used (under IT Resource details
for Directory Server). Verify whether the server URL is in the following format:

Idap ://< OID IP> :< OID PORT>.

If Connection pooling supported flag is true, then update the parameter value to false. Current
implementation is tested with Connection pooling supported flag to be false.

Figure 5—1 Viewing IT Resource Details and Parameters

View IT Resource Details and Parameters

You can view additional information about this IT resource : | Details and Parameters H

IT Resource Name Directory Server
IT Resource Type Directory Server

Parameter value
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Admin Login
Adimin Password
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50
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true

2. When tried to create User from OIM, exception was thrown ‘Unable to find attributes in OID schema.’
for following attributes. If similar issue is faced, ensure the following attributes are present in OID
Schema and are added to object class orclIDXPerson as optional attributes. (Required for OIM
functioning).

Table 5-1 OID schema attributes

Attribute Name Syntax
Orclpwdexpirationdate Generalized Time
Orclpwdchangerequired Boolean
Orclaccountenabled Boolean
Orclaccountlocked Integer
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Note

The above mentioned attributes are added only for OIM functioning.

5.2 Verify Users in Native Oracle Banking Collections and
Oracle Banking Recovery

Following steps are required to verify users in native Oracle Banking Collections and Oracle Banking
Recovery after provisioning:

1. Loginto Oracle Banking Collections and Oracle Banking Recovery Native Ul using administrative
credentials.

http://<Host>:<Port>/CollectionAdmin/cis.jsp

Figure 5-2 Oracle Banking Collectionsand Oracle Banking RecoveryNative Login screen
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2. Navigate to User screen from Menu > Admin > U > User.

Figure 5-3 User Screen - User Navigation
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Figure 5—-4 User Screen - Main Tab
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3. Click Search icon. User Search dialog window is displayed. To search for a user, enter User ID and
click Search.
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Figure 5-5 Searching Particular User
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Figure 5-6 Search Result in User screen
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5.3 Create Users in Oracle Banking Collections and Oracle

Banking Recovery

Follow below steps to create userin Collections.

1. Loginto Oracle Banking Collections and Oracle Banking Recovery native Ul using administrative

credentials.

http://<Host>:<Port>/CollectionAdmin/cis.jsp
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Figure 5-7 Oracle Banking Collections and Oracle Banking Recovery Native Login screen
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2. Navigate to User screen from Menu > Admin > U > User.

ORACLE’

Figure 5-8 Oracle Banking Collections and Oracle Banking Recovery native - User Navigation

ORACLE oracle Banking Enterprise Default Management Admin

A Home == Menu  #2) Admin History

User
Wain | To Do Roles | Acces|
User D MANGIMUS|
Logini NANGUML
Last Name us
First Name Wanoiid
Language Engisn v
Display Profie 1D NORTHAN
Time Zone.
Euma Adess
Dashboara Widin 200
HomePage 3%
o Do Summary Age Bar

To Do Entris Less Than

To Do Entries More Than

User Group
ALL_SERVICES

C1_CLSERVICES

merica

o

hould Be Green

Should Be Red

Owner
Customer Moamcation

Customer Modification

feferences | Bookmarks | Favorite Links | Favorite Scripts | Characteristics | Miscellaneous.

User Type:
Portals Profile User ID

Favorites Profile User ID

About@ Manomus W
@ ren

Bookmark | Clear Save | Refresh

Owner  Customer Modification

5 Verification | 67



5.3 Create Users in Oracle Banking Collections and Oracle Banking Recovery

Figure 5-9 Oracle Banking Collections and Oracle Banking Recovery native - Main Tab
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3. Inthe User page, enter the following details in the respective fields:
m User Id: OIMOBPCO
= Login Id: OIMOBPCOLL
= First Name: OIMOBPCOLL
m Last Name: OIMOBPCOLL
m Language: English
m Display Profile ID Tender Source: NORTHAM

m Email Address: OIMOBPCOLL@oracle.com (This is a sample email address. Provide valid
administrator email address)

m Dashboard Width: 200

= Home Page: c1_ormbhTabMenu
m To Do Entries <:50

s To Do Entries >:100

m User Group: CLNHOSTUSER with Expiration Date: 01-01-2100 (add expiration date as per
requirement)

m User Enable: Select Enable

68 | Oracle Banking Platform Collections User Provisioning Guide



5.3 Create Users in Oracle Banking Collections and Oracle Banking Recovery

4. Click Save.

Figure 5-10 User Screen
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5. OIMOBPCOLL User is successfully created in Oracle Banking Collections and Oracle Banking
Recovery.
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